) sAnB

Testing and Test Environments for Large-Scale

Cyber-Physical Systems: State of the Art and
Emerging Challenges

Torvald Martensson, MODPROD 2026




Who am |I?
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Takeaways from this talk

» Scale and coupling with hardware introduce additional challenges
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» Future challenges




Large-scale cyber-physical systems




Developing large-scale systems
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* Code and fix (1950s, 1960s) —— @E@;w\ =
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» Stage-gated waterfall model (1970s) -

* Incremental development models (1980s, 1990s)

» Adaptive development frameworks (1990s - )
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Continuous integration impediments SAAB

Activity planning and execution

Work breakdown -

—

+ Teams and responsibilities
» Activity sequencing

System thinking

* Modular and loosely coupled architecture -
* Developers must think about the complete system

Speed

« Tools and processes that are fast and simple

* Availability of test environments
+ Test selection

» Fast feedback from the integration pipeline

Confidence through test activities
» Test before commit

* Regression tests on the mainline™ ~ {
—~

* Reliability of test environments

“Continuous integration impediments in large-scale industry projects” - T Martensson, D Stahl, J Bosch, 2017 IEEE International Conference on Software Architecture (ICSA), 169-178 (2017)
“Enable more frequent integration of software in industry projects” - T Martensson, D Stahl, J Bosch, Journal of Systems and Software 142, 223-236 (2018)



The continuous integration and SAAB
delivery pipeline

Simulation or real hardware?

)) )

H Main track Release branch

Team branches

Primarily simulated Simulated test environments Primarily real
test environments and real hardware hardware

Unit/component tests Unit/component tests Unit/component tests
[AUT] c
System tests System tests
[AUT] [MAN] [EXP] [] ! [AUT] [MAN] [EXP]

System tests
(vital functions)
[AUT]

Check quality and correctness of software changes
Secure stability and integrity in the system during development

@ Measure project progress
Verify compliance with requirements or user scenarios

*  “Test activities in the continuous integration and delivery pipeline” - T Méartensson, D Stahl, J Bosch, Journal of Software: Evolution and Process 31 (4), €2153 (2019)



Testing in different types of test
environments

Simulation of digital
systems

S~ Simulation of physical
~~ systems

Simulation ofAvioF‘}ics Systems ~

— Executing operationtil software

— Simulating characterf§tics of the
computing platform and computer

communication Y .
d
\ Sifnulation of Physical Systems
. ," — Solving differential equations
Simulation of sensor

— Simulating Electronic Control Units

systems

Simulation of Sensor Systems

— Processor Unit integrated with
Avionics

— Sensor Unit sensing the environment

Simulation of targets and threats

Simulation or real hardware?




Testing in different types of test SAAB

environments

Simulation

/

Software in the loop
simulators

Hardware in the loop
system rigs

Simulation

/

Real hardware

Simulation
Real hardware

Simulation

Hardware in the loop
sub-system rigs

Example 1 Example 2

___—Real hardware

Test aircraft



The ideal tester? SAAB

* |n alarge-scale and complex software system, testing spans from automated tests
for a software unit to exploratory testing with an end-user perspective

» Even so, books and other publications often present lists of requested skills for
“testers” as a single role, difficult or even impossible to combine in one person.

‘In sum, the ideal tester is bright, articulate, attentive to detail but able to appreciate a larger picture, assertive
without being obnoxious, creative, and possessed of a blend of management and technical skills.”

Cem Kaner, Jack Falk and Hung Quoc Nguyen I —
Testing Computer Software, 2nd ed




Stop looking for the perfect
all-round tester

* Planning and coordination of large test activities + Well-informed on the status in the team, * Knows hOM.I to augorflate .

* Defines a pipeline with different types of test activities testing in parallel with development * Programming/scripting skills )

« Improves and optimizes testing in the organization « User-focused and function-oriented * Tools and frameworks for automation
\

¢ Flexible and open-minded
\

» Knows the software (often a developer)
* Programming and software development \
* Testing tech?iques such as boundary value

performance, usability etc.

\
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Automated
system testing

Software Development Product
module testing testing testing
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management

= Testing for compliance, with an
independent perspective

* Optimizes planning and execution
for efficiency

*» Structured and detail-oriented

Manual test
case testing

Test flow through the organization

* Domain expert with end-user focus, including

* Tests like the end-user uses the product
¢ Good knowledge of all functions and sub-systems

«  “Stop Looking for the Perfect All-Round Tester” - T Martensson, K Sandahl, 2023 49th Euromicro Conference on Software Engineering and Advanced Applications, SEAA 2023, pp. 348-353 (2023)
*  “The Testing Hopscotch Model — Six Complementary Profiles Replacing the Perfect All-Round Tester” — T Martensson, K Sandahl, 2024 International Conference on Product-Focused Software Process Improvement (2024)



Future challenges

« Simulation for training and testing of Al and autonomy -~
» Test environments for system-of-system and cloud

* Onboard simulation for Al based decisions _
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Summary and takeaways SAAB

» Scale and coupling with hardware introduce additional challenges
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« Continuous integration impediments - —

» Constructing CI/CD pipelines

» Finding solutions for different types of testers/engineers ~ o

* Future challenges
~







